IBM
Spectrum
Protect

SQL Backup & Restore guide

Written by: Bjarke.Ravn-Jonsen@team.blue

Date: 06/02 2020



teamblue

Contents

SQL Backup & RESTOIE SUITE......ceieieiiieieiiiiie ettt e et e et e e et e e e e ette e e e s ate e e e eabaeeeeataeeeesbaeesesseeesennsenas 1

GUI Backup (from Flashcopy Manager / DP fOr SQL).....c.ccceeieeriiesiesiesreesteesteesteesseesseeseesseessaesanessneens 3
(0o 0 =T Te 1T T=N o T-Tol U T o TR PPN 4

GUI restore (from Flashcopy Manager / DP fOr SQL).....c.ccoeeieerieiieiie e eiteesieesteesieesveeveesveessaesanesaneens 5
RESTOIE AN OVEIWIILE: .. ettt sttt et b e s bt e st e st e st et e e b e e sbeesmeeemeeeneeeneean 6
RESEOrE @aNnNd rElOCATE. ......eiiuiiiieeeee ettt ettt ettt sttt e b e s b e sbe e st e eneeeneean 8
(014 o 1Tl s = 1] U1 e o 4o o - PPN 9

COMMANG [INE FESTOTE ...ttt e s e et e s e e s bt e e sabeesabeesbteesabeeesabeesabeesneeesabeenn 10
(O TUT< R o1l oY= Yol U]« F U 10
RESTOIE N OVEIWIILE ....eeiuieeiieiieeie ettt ettt sttt e b e b e s bt e s bt e st e e beesbeesaeesaneeas 12
Relocation of database and fils...........ooieiiiiiie e 14



teamblue

GUI Backup (from Flashcopy Manager / DP for SQL)

Launch, "DP for SQL Management Console" from the start menu

Recently added

=8 DP For SQL INanagement Console

Expand down, and locate the SQL instance:

IBM Spectrum Protect Data Protection
v ¥ IBM Spectrum Protect
v M Dashboard - SHOPCLU1SQLTEST
% Manage
v (3) Protect and Recover Data
‘34 SQL Server - SHOPCLU1SQLTEST

Select the database, and right click it:

| IBM Spectrum Protect Data Protection | Protect | Recover | Automate
v —/’ IBM Spectrum Protect ~
+ & Dashboard - SHOPCL View: Databases » | " Show Filter Options | [Z] Show Backup Optic
ifi Manage (@ Select All () Clear All | #4 Refresh | [ Standard Databases | S¢
~ (%) Protect and Recover Data n .
L]-] SOL Server - SHOPC | ‘ DE MName Space Used (MB) Log Used (ME) Co
_Shop 905,75 9.09 130
Backup Method: Legacy »
™ Backup Destination: T5M 3
m Full Backup
m Copy-Only Full Backup
b Create Clone
stri

Differential Backup to IBM Spectrum Protect destination
Log Backup to IBM Spectrum Protect destination

Select one of the options:
Full Backup

Copy-Only Full Backup

Or Differential or log backup

Log backup will only be available if the database is running with a full recovery model.
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Command line backup

If needed backup can also be performed the command line. The default location of the client is:
C:\program files\tivoli\tsm\tdpsql\

The syntax is fairly simple:

C:\Program Files\tivoli\tsm\TDPSql>tdpsqlc backup <name of the database> <type of backup>
So, it could be:

C:\Program Files\tivoli\tsm\TDPSql>tdpsqlc backup master full

“uxn

The name of the database could also be replaced by a if all databases should included:
tdpsqlc backup * log

If only a few, they should be listed with a comma between:

tdpsqlc backup dataBasel,database2,database3 full

If more than one SQL instance is installed, it can be targeted with: /sqlserver=

tdpsqlc backup * log /sqlserver=Sqlserver\SQL2017
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GUI restore (from Flashcopy Manager / DP for SQL)

Launch, "DP for SQL Management Console" from the start menu

Recently added

<8 DP For SQL INanagement Console

Expand down, and locate the SQL instance:

| 1BM Spectrum Protect Data Protection
v -/ IBM Spectrum Protect
v M Dashboard - SHOPCLU1SQLTEST
% Manage
v 3) Protect and Recover Data
34 SQL Server - SHOPCLU1SQLTEST

Chose the tab, "recover":

Protect IRecover Automate

View: Databases + ¥ Show Filter Optio

P Select All (@ Clear All  +4 Refresh E

The default view, will list the active backup of all databases. This will include one FULL backup, and
any log and differential backups.
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If an older backup is needed for restore, select the button "Active Backups"
Active Backups

and it will now list all backup, including older.

A restore can, (generally speaking) be performed in two ways: overwrite the existing database, or
restore to a new name.

Both methods can be of active data, or older inactive data.

Restore and overwrite:

Start by selecting the button "Show Restore Options"
[7] Show Restore Options

and make sure the "Replace" option is set to yes:

v ltem Selection

Auto Select No
v Performance

Data Stripes 1
v Restore Behavior

Database Owner Only No

Keep CDC

| Replace ~ No I
Run Database Recovery Yes
Standby Server Undo File

Verify Only No
v Source Server

From Sql Server >
v Tape

Wait for Tape Mounts for Fle No

Wait for Tape Mounts for Re: Yes
v VSS

Instant Restore No

The "Run Database Recovery" option must also be set to yes, in order for the restored database to
go online.

In some case, it’s necessary to set the database offline before the restore can proceed, often due to
active connections.
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If so, right click on the database in the Management Studio, select Tasks > Take Offline:
restony

- iiiEEPEREE NEEERFE
Security New Database... 2

= Login New Query

? = Script Database as P —

: : Tasks e > Detach...

s D S > Take Offline N o
:? E).‘ Eoceis Bring Online

And make sure the "drop all active connections" is set:

Database Name Drop All Active Connections  Status  Message

1

Now right click on the object in the GUI, and select restore.

A new task can now be seen in the

SHOPCLU1SQL... Restore-SglBackup Working 25-06-2018 14:35

And when it’s done, it will show up as completed:

Task: Restore-SqlBackup
Duration: 00:00:26
Progress: .|
Status: Completed
Object Type Bytes Rate (Kb/s) Status

FULL 880.971.264 33.369.15

< >

Last Emor: None
oo
Dbject Totals Transfer Totals

Inspected: 1 Bytes Transferred: 880.971.264
Requested: 1 LanFree Bytes Transfemed 0
Succeeded: 1 Network Transfer Rate (Kb/sec): 33.369.13
Failed: 0
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Restore and relocate

Right click the database and select "restore to Alternate Location":

Database Backup Secondary Backup
Backup Type Method Replica Location

Name

Restore
master Full Legad Restore to Point-in-Time
model Ful Legad Restore to Alterngte Location... |

Fill in with a "Database name" this should be a new name that is not being used on the SQL
instances.

Alternate Location Restore Settings X

Restore Into
(O Restore to priginal database
(® Restore to new database

Instance name: D v

Database name: ~———# {restora_daabase

Relocate
O Restore to original location
(O Relocate all files to one directory

@® Relocate files individually l

Logical Name Path File Name D
Shop_log c:\temp restore_database LDF

restore_database M

A new path can be set (but not required) and new filenames -these are required!
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Other helpful options

If backup has been performed on a SQL Always On setup, the AO databases will not be listed in the
default view.

Click "DP Node Backups"

@3 DP Node Backups

To view the databases.

It can be helpful to have "Auto Select" set to Yes, in the Restore Option section:

v ltem Selection
Auto Select Yes

This will make sure to select all the needed objects, in case of a restore from several logs and a full.
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Command line restore

In some cases, it can be helpful to use the command line client "tdpsqlc.exe" instead of the
Flashcopy Manager GUI.

It could be due to many databases causing the GUI to stall, or if the GUI has not been installed
correctly (often in older setup, missing PowerShell and so.

The default path for the client is: C:\Program Files\Tivoli\tsm\tdpsq/\

Query the backup

Before the restore can be initiated, you must know what objects to retrieve.
To get a list of all (active) objects run:

tdpsqlc g tsm *

the list can be reduced by inserting the database name:

tdpsqlc g tsm <name_of db> (Notice, the name is case sensitive!!l)

It will return something like:

'kP]DWlﬂn Files\tivolistsm\TDPSql>tdpsqlc q tsm

IEIH Spectrum Protect for Databases:
Protection for Microsoft SQL Server
on 8, Release 1, Level 4.0
npl,lriqht IBH Cnrpnrﬂtinn 1997, 2817. All rights reserved.

onnecting to IBM Spectrum Protect Server as node '

Backup Object Information

Location
O}J,iul.t. T ul_n:

. Active
#6-28-2018 83:18:23
a? MB

201806200310923\00OBADEC
umber of s 1
T T

No
. DEFAULT

By default, only the active version is listed. To get all use /all this will also include log objects and diff
(if present)

tdpsqlc g tsm <name of db> /all
In many cases it will make sense to pipe the list to afill, so it can be searched:

tdpsqlc g tsm <name of db> /all > c:\temp\sql_backup.txt

10
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In some cases, it can be helpful to know the location (when the backup was made) of the files and
names. Use:

tdpsqlc g tsm <name of db> full /fileinfo

It will provide a list like:

Group Logical Name PRIMARY

Group Space Allocated 78.643,200

Group Space Used 11,403,264

File Logical Name dk_db

File Physical Name [TERS AT PN dk_db.mdf
File Space Allocated 78,643 ,2vm

File Space Used 11.403,.264

Group Logical Name TRANSACTION LOG

Group Space Allocated 78.643,2008

Group Space Used 10.248.192

File Logical Name dk_db_log

File Physical Name D :NEQLN dk_db_log. 1df
File Space Allocated 78,643, 2vm

In a case of master database recovery, it will be necessary to know the SQL version the backup was
made from.

Use /compat to get the information:

tdpsqlc g tsm <databasename> full /compat
»QL CheckSum

Assigned Management Class DEFAULT
QL Server Uersion 14.0.3825 <(SQL Sewrver 2817

Database Compatibility level

Database Data Space Allocated 78,643,200
Database Data Space Used 11,403,264
Database Log Space Allocated 78,643,200
Database Log Space Used 10,248,192

Database Options Truncate log on checkpoint

11



teamblue

Restore and overwrite

As a rule of thumb, all sql database restores must be initiated with a full backup and then one or
more log backups (if needed)

Logs cannot be restored alone, however a full can be restored without logs.

In our case the file restored was made from 05-06-2018 (notice: this is day/month/year, when
viewed in the file restore gui!)

The SQL output will be like:
Backup Creation Date / Time .............. 06/08/2018 so this is Month/day/year!)

Open the text file that the query was output' to and find a full object with the correct data:

Backup Object Information [}

SQL Server Name  ........ciieiviecanannnans

SQL Database Name ..........iuicvuunaannnns SHOP

Backup Method  .........ciiuiuieminnnnnnn. Lgey

Backup Location ... ...iiiiiiiiiiaaan.. Srv

Backup Object Type .....cvviirinennnnnnnnns

Backup on Secondary Replica .\ ............. No

Backup Object State .........ciuvvuunnnn.. Inactive

Backup Creation Date / Time .............. 06/05/2018 ©3:53:19
Backup Size .....ciiiiiiii i 232.14 MB

SOQL Compressed .......civiinnunananannnnas No

Backup Compressed .........ccvuvvecnnnnnnans Yes

Backup Encryption Type .......cociviuinann. None

Backup Client-deduplicated ............... Yes

Database Object Name ..................... 26186665035319\6669288(]o
Number of stripes in backup object ....... 1

SOL CheckSum . ......iuineiiiiiiiaanannnnas No

Assigned Management Class .........cc0uunn DEFAULT

It’s important to notice the "Database Object Name"

12
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As this object is from around 03:50 in the morning, we want to apply logs to get further ahead:
log 1:

Backup Object Information

SOL Server Rame: ..oasinGds i SHOP

SQL Database Name .........ceonevvnnsnnans SHOF

Backup Method  ......iccivvecnccnanconas Lgecy

Backup Locatlon: ..iiveiicisdsiensacesone Srv

Backup ObJeCt TYP@ ....ceeeevencnncasassns gl

Backup on Secondary Replica .......ccovuues No

Backup Object State .........ccicvveennans tive

Backup Creation Date / Time .......co00uue | 06/085/2018 07:37:52'
BCIUD BB s sas b0 ais v e saee e eesasessees .

SQL Compressed ... cciessscvssonessasessise No

Backup Compressed .......ccocevveves IO Yes

Backup Encryption Type ....ccvvevveennnaas None

Backup Client-deduplicated ........cvvuuun Yas

Database Object Name ..........00vee esisee 20180605073752\0000290C
Number of stripes in backup object .......

SOL CHECkSUm . viiiievanssavsasonisaasesens No

Assigned Management Class ..........c..0. DEFAULT

Log2:

Backup Object Information

SQL Server Name  .......cieiieevenanannnnn SHOP

SQL Database Name ..........cccevevnnnnnnas SHOP

Backup Method  .......ciiiciininnnnnnn Lgcy

Backup Location ..........iiiiiiiiiniann Srv

Backup Object Type .....ueeevnecenneannnnn |

Backup on Secondary Replica .............. {[5]

Backup Object State ........ccviennnnnnnnn Inactive

Backup Creation Date / Time .............. E6/05/2618 09:36:56
Backup Size ...iuiiiiiiiii i .

SQL Compressed ......cvccevvvesccssvnncces No

Backup Compressed ..........cciiciiucanann Yes

Backup Encryption Type ............coan... None

Backup Client-deduplicated ............... Yes

Database Object Name ..................... | 20180605093656\00001DCE |
Number of stripes in backup object ....... 1

SQL CheckSUum . ...cvveivrnnnsnsassosnnnnsnns No

Assigned Management Class ............... DEFAULT

We now have found a selection of 3 objects: 1 full and 2 logs that would bring the database to a
point in time at 09:36 the 5/6 (day/month)
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We now need to construct 3 restore commands, and the rule is:

All but the last, should have /recovery=no, the last, no matter how many, should have /recovery=yes
The Object name from the text file must be used in each line and the database name as well.

In our case, this translate into: (run them one at a time)

tdpsgqlc restore SHOP_xxxxxx /object=20180605035319\000028BC /replace /recovery=no

tdpsgqlc restore SHOP_xxxxxx log=* /object=20180605073752\000029DC /recovery=no

tdpsglc restore SHOP_xxxxxx log=* /object=20180605093656\00001DC0 /recovery=yes

If only one restored is needed, it will be the full, and it has to have /recovery=yes.

There is not limit on how many logs that can be restored and applied, but only 1 full.

Remember, the command line is case sensitive regarding the name of the database!

Relocation of database and files

In some cases, we don't want to replace the existing database, but rather have a copy.

tdpsql restore <name_of db> /object=<objectID> /into=<new_database_name>
/relocate=<logical_name_db>,<logical_name_db_log> /to=<path_to_file.mdf>,<path_to_log.ldf>
/recovery=<yes>/<no>

It could be translated into:

tdpsqlc restore database-Prod full /object=20180530000852\00000CDC /into=Database_RESTORE
/relocate=database-prod,database-prod_log /to=c:\temp\database-
prod_restore.mdf,c:\temp\database-prod_log_restore.ldf /recovery=yes

Other useful settings could be:

if the backup has been made by more than one instance, locate the correct one with:
/fromsgqlserver=<name_of sql_instance>

if more than one sql instance is present, the target can be set like:

/sqlserver=<name_of_sql_instance>
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